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TIS Firewall Toolkit

Overview

About The Toolkit and This Documentation

TheTIS Firewall Toolkit (hereafter referred to as “the toolkit”) is a set of programs
and configuration practices designed to facilitdte building of network firewalls.
Components of the toolkityhile designed tavork togethercan be used in isolation or
can be combined witbtherfirewall components. The toolkit softwaredssigned to run
on UNIX systems using TCP/IP with a Berkeley-style “socket” interface.

Throughout this documentation, a distinction is made between *“configuration
practices” and software. A configuration practice spacific way of configuring existing
systemsoftware,while asoftware component of the toolkit is a separate progwamh
mayreplace or enhance existing systeoftware. Thuswhenthe documentation refers to
the configuration practicapplicable to configuring some system daemon iseeure
manner, it is assumed ththie base operatingystem in question has existisgpport for
that software, and that it sapable of being configured.he exact details ofiow to
configure various system utilities differ fronwendor implementation to vendor
implementation andre outside of the scope tifis document. In general, most UNIX
systems with BSD-style networkingl\supportall the functionality and services referred
to herein.

Installing the toolkit assumes practical experience witNIX systems
administration and CP/IP networking. At aninimum, a firewalladministrator should be
familiar with installing software andmaintaining a runningUNIX system. Since
components of the toolkit are released in sowwode form,familiarity with building
packages using make is required. Toakit does notry to provide a “turnkey” network
firewall, since every installation's requirememistwork topologyavailablehardware, and
administrative practicesre different. Depending orhow the toolkit is configured,
different levels of securitgan be achieved. The most rigorous security configurations are
not for everyonewhile for othersanything less W not suffice. It isthe responsibility of
the firewall installer to understanthe securitypolicy of the network that is to be
protected, to understand what constitutes acceptable and unacceptable risks, and to

1 This may entail helping to develop one, if none exists.
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rationalize them witithe requirements of the end usersrfé*ming this analysis is the
hardest task implementing anysecurity system. The toatk unfortunately, cannot do it
for you; it can only provide the components from which to assemble a solution.

The toolkit consists of three basic components:

* Design Philosophy

» Configuration Practices / Verification Strategies
» Software Tools

An individual considering usinghe toolkit may use any or none of these
components, as they see fit.

Design Philosophy

The TIS Firewall Toolkit is designed to be verified for correctness as a whole or at a
componentlevel. Thisappears to be &irly novel approach for a networkrewall, as
many existing firewall systems rely osoftware that is “known to bgood” or that is
considered trustworthy because it has been eswmsivelyfor a long time. On@roblem
with the “known to begood” approach is thdtistorically it hasn't been very reliable.
Certain software components suchraailers are frequently exploited in break-ins, no
matter howcarefully theyare maintained. Problem programase oftencomplex pieces of
software, oftenimplemented in severééns of thousands dihes of code,which require
system privileges irorder to operate. As a step towarmddressing this, thérewall
toolkit is designed to operate along the basic design principles that:

 Even if there is a bug in the implementation of a network service, it should not be
able to compromise the system.

» Hosts on the untrusted network should not be able to connect directly to network
services that are running with privileges.

» Network services should be implemented with a minimum of features and
complexity. The source code should be simple enough to be reviewed thoroughly
and quickly.

» There should be a reasonable way of testing the correctness of the system.

These design principles can ledfectively applied to anynetwork firewall
architecture.

Configuration Practices

Risk Analysis

Before beginning to design a firewall, itilmportant to have a clear idea ohat the
resulting firewall wll provide protection against, how itillwcomply with existing
corporate or @anizational standards, and hoviitg into the overall security architecture
of the network. Once theecurity goals of thdirewall have been enumerated, user
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requirements and business practiaes considered, and (it is hoped) a satisfaatesign
objective can be derived.

Perimeter Defense

One important consideration in setting ufrewall is that it is, first and foremost, a
perimeter defense. Firewalls dmt provide any prdection once an attackéasgotten
past themHaving a firewall isanalogous to a large steddor asthe frontdoor toone's
building — it provides excellent protection against froratthck. To extend thanalogy,
if one's security policy is such that a steel front door is required, one shouléatsstéel
shutters on the windows, and one shautd have connectingloors to theneighboring
buildings unless they hawteeldoorsand shutters asell. In practical networking terms,
this equates tdrasic measures such as securing mogeats with passwordgublishing
security standards thatearly informusers of theiresponsibilities, aneéxamining any
other networks thathare (aréinside”) the security perimeter. A single user wiecides
to purchase a serial lineetwork connection (SLIP) to an Interrsgrvice provider can
unintentionally completely circumvent a very expensive security system. Hafinegvall
that uses strong authenticatimechanismsuch as one-time passwords or cryptographic
calculatorswhile having a modenpool that requires no passwords &t indicates an
inconsistent security practice. \&h establishing a perimeter defende administrator
must first perform a rislanalysis,and then make sure thall the entry points into the
network are protectedqually strongly. If two networks arebeing connected, anabill
share a common security perimeter, theth networks should herotected to thsame
degree, with a consistently enforced shared security policy.

Basic Firewall Architecture

Whenconstructing a networirewall, the first configuration decision that must be
made is which of the two security models to follow. The two options are:

» That which is not expressly permitted is prohibited
» That which is not expressly prohibited is permitted

When implementing a firewall followinghe first approach, onedentifies the
services that W be provided, addresses the securitytimbseservices, blockall other
services and traffic off, and then enaltles selectedervices onlyonce they havéeen
testedand arebelieved to besecure. In the second approach, mleatifies allthe services
that arebelieved topresent risks andisables osecures them. The first approach is more
conservative, accepting that “what we don't know lvar us,” but tends tanposelimits
on the types andumber of services that can be providesbugh thdirewall. The second
approach is more versatilsjnce more servicesare supported, but runs thesk of
degenerating into an arms-race between the administratasyatemcrackers. Another
important consideration is theze ofthe prospective userommunity onthe protected
network. As the protected network groVasger and is harder to monitor completely, it
becomes increasingly difficufor an administrator toverify that members othe user
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communityare notthemselves providing serviceser the network that get around the
security of thefirewall. An example of such a problewould be a user who decides to
provide FTPservice on a differergort from the standard FTPort (port 23)because the
FTP serviceport is blocked by thdirewall but the alternat@ort is not.Eventually the
firewall will need toprotect the networkrom attacks(intentional or accidental) from the
inside as well as outside.

The toolkit isdesigned tesupport users who want tmplement firewallsbased on
the “thatwhich isnot expressly permitted is deniedpproachGenerally, wherbuilding
such a firewall, it igmportant to havegyood tools toprovide access control and secure
service forthe few services thaare provided. The software components of the toolkit
implement security for the most commonly used network services.

Archetypal Firewalls

There areseveral archetypal firewatlonfigurations that the toolkit idesigned to
support. For a more in-depth look at varitasic forms of firewallssee[1]. Theprimary
types offirewalls the toolkit isdesigned tcsupport aredual-homed gateways, screened
host gatewaysand screened subnet gateways. In tliesalls, the importantcommon
factor is a host (dbastion host”) which acts as ampplicationforwarder,traffic logger,
and service provider. Maintaining security on the bagtimst is of paramouninportance,
and this is where most of the effort of setting up the firewall is focused.

Figure 1: A dual-homed gateway

Routing Disabled

Protected
Network

Bastion Host
Running firewall software

In the dual-homed gateway configuration, the toolkit softwaresislled on ghost
with two networkinterfaces. The toolkit software provides prosgrvices forcommon
applications like=TP andTELNET, and security for SMTnail. Sincethe bastiorhost is
a security-criticalnetwork strong point, it is important that tlwenfiguration of the
software on that system be as secure as possible.

Dual-homed gateways are appealing firewall, since thegre simple tamplement,
require aminimum of hardware, and can beerified easily. Mst Berkeley-based UNIX
implementations have a kernel variabipforwarding which indicates tdhe operating
system that it shouldot routetraffic betweennetworks,even if it is connected to two
(which would normally cause thesystem toact as agatewayrouter). By completely
disablingrouting, the administrator carave a highdegree ofconfidence that any traffic
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between the protected netwakd the untrusted network is somehpassinghrough an
application that is running othe firewall. Sincethere is notraffic transferreddirectly
between thenternalnetwork and the untrusted network, itnist necessary to show any
routes to theprivate network over the untrusted networilis effectivelyrenders the
protected network“invisible” to any systemsexcept the bastiorhost. The only
disadvantage of this type dfewall is that it is implicitly a“That which is not expressly
permitted is prohibitedfirewall — and it'simpossible toveaken thdirewall's security to

let a service through even if one later decides one wants to. All services must be supported
via proxies on the firewall.

Figure 2: A Screened Host Gateway
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A screened host gatewaglies on arouter with some form ofpacketscreening
capability to block offaccess between tipgotected networland the untrusted network.
A single host isdentified as a bastionost,and traffic is permittednly to thathost. The
software suite that is run on the bastioost issimilar to adual-homed gateway; the
system must be as secure as possible, aghie f®cal pointfor attack on the network.
Screened host gateways areeay flexible solution, since they offethe opportunity to
selectively permit traffithrough thescreeningouter forapplications thaare considered
trustworthy, or between mutually trusted networks.

The disadvantage of this configuration is thiz¢re are nowwo security critical
systems to baware of: the bastiohostand therouter. If the routehas access control
lists that permit certain servicésrough, itbecomes an additional point cdmplexity to
concern thdirewall administratorVerifying the correctness of a screened liostvall is
a little moredifficult, increasing quickly in difficulty ashe number of services permitted
through the router growsScreened hodirewalls also introduce management risks —
because theapability exists taopen “holes” in the firewall for special applications or
influential users, thdirewall administrator must be careful to resist pressure to constantly
be modifying the screening rules in the router.
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Figure 3: A Screened Subnet Gateway
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In a screened subnitewall, a smallisolated network iplaced between theusted
network and the untrusted network. Access to this network is protecsetdaning rules
in routers,which restricttraffic so thathosts on the screened subnet areotilg systems
reachable byboth networks.Conceptually, this ighe dual-homed gateway approach,
applied to an entiraetwork. The rain utility of this approach is that it permitsultiple
hosts toexist onthe “outside” network(sometimes referred to dke “demilitarized
zone”). Anadditional advantage to screerfexbt subnets is that tfieewall administrator
can configurenetwork routing, so as to natlvertiseroutes to theprivate networkirom
the Internet, and to not advertise routes to the Internet internally. This is a pawesaihd
of protecting a large privateetwork, since it makes it very difficulfor an outsider to
direct traffic atthe hidden privatenetwork. If the routing is blocked, then, likedaal-
homed gateway, all traffic must pass through an application on the bastion host.

Firewalls in a Partitioned Network

Not everynetwork is asingle, isolatednetwork attached to an untrusted network.
As use of large-scale networks fousiness continues to increaseany businesses are
forming business partnerships and transmittiogporatesensitive informatiorover public
networks. A single corporatiomay wish toestablish a common security perimeter among
multiple facilities connected over a public backbone. In this type of situatimawall can
be effectively combined withetwork-level encryption hardwafer software) to produce
a virtual network, with a common security perimeter.
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Figure 4: Common Security Perimeters Over a Public WAN
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This figure illustratedow acompany might establish a common security perimeter
betweentwo facilities, over apublic widearea network. In thélustration, theencryption
is separatérom the router, buheednot be, if integrated encryptinguters areavailable.
Currently, there areeveralproducts that act asncrypting bridges at a franhevel; i.e.,
they examinghe source and destination addresslbpacketsarriving onone interface,
and retransmits the packetit the other. If theencrypting bridge/router is configured to
encrypt traffic to aspecificnetwork, the packet data is encryptadd a new checksum is
inserted in the header. Once the packet is received athbeside, the peeencrypting
bridge/router determines that it is fromnatwork with which the router isencrypting
traffic, and decrypts the packet, patches the checksum, and retransmits it.

Someone intercepting traffic betwete two encryptingnetworks would seenly
useless ciphetext. An additional benefit of thisapproach is that it protectsgainst
attempts tanject traffic by spoofinghe source network addressnlessattackers know
the cipher key that is iruse, their packets ilwvbe encrypted into junk when they go
through theencrypting bridge/router. Ithe encrypting bridge/routegets traffic for a
networkwith which it isnot to encrypt, traffic is transmittedormally. In this manner, a
firewall can be configured, with encrypted “tunnels”dther networks. Foexample, a
company couldsafely sharefiles via NFS or useweakly authenticated networlogin
programs, like rlogin, in safetyver their encryptedink, andstill have astrongfirewall
protecting access between tberporateperimeter and the rest of the world. sknilar
approach could bemployed betweetwo companies that wished to establish a business
connection for proprietary information, which traffic between thdirewall bastion host
on one corporate netwodnd thefirewall bastionhost on the other corporate network
was automatically encrypted.

Strong Authentication

Firewalls can be configured to be impermeable fibi@ “outside” network, but
sometimes it is important to permit users to access systethe @notected networkom
the untrusted networkTravelling staff, staff at conferences witltetwork access, or
customersnay allneed to log in over untrusted netwdirks. In these situationgjormal
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password protection issufficient, sincemost applications that use passwords (plass

in the clear over thaetwork, wherdghey can be compromised by anyone withaaket-

sniffer or equivalensoftware. Inthis type of hostile environment, one-time passwords or
challenge/response calculators should be used. One-time passwords are passwords that are
generated by a user prior teaving a facility,and whichare usedsequentially in an
agreed-upon amner withthe system. Ifthe password is compromised, itnist asecurity
threat,sincethe password is never re-uséthallenge/response calculators use a secret
shared between thsystem and a portable calculator or smezatd to generate an
encryption of a random challenge each tithe user attempts to ldg. Sincethe only

person who could generate the correct encrypted response to the challenge is the user with
the specificcalculator, thesystem can authenticattee user withouhaving to exchange a
cleartext password.

The toolkit supports one-time passwords or challenge/response systeaiadng
support in theproxy servers for a simple authenticatiprotocol. This authentication
protocol is served by amiddleware” authentication server that can embagdport for
multiple forms of authentication systems simultaneously. The proxy servers can be
configured to require authenticatigar not) based on therigin or destination of the
service request. Inthis manner,the toolkit providesvery flexible configuration of
authentication. An administratotypically configures the proxies to require no
authentication on outgoing requests, but, perhaps, to require strong authentication for
incoming service requests.

Software Components

The following sections lighe software components of the toolkitiefly describing
the purpose of each component. These componentd application-leveprograms, that
replace or add texistingsoftware. In some cases, there atigerpublicly availabletools
with similar functionality, which can be used instead of or in addition téiréveall toolkit
components.

Smap SMTP Service

SMTP is implemented using a pair ebftware toolscalled smap and smapd.
Generally, SMTHmail poses a threat to tleystem, since mailersin with systems-level
permissions irorder todeliver mail to users' mailboxes. Smap and smauiiressthis
concern by isolatinghe nailer so that itruns in a restricted directonyia chroot, as an
unprivilegeduser. Smap ansimapd daot addressany issues relating tmail spoofing or
denial of serviceattacksvia mail. Smap's primarpurpose is toinsulate a notoriously
buggy progranwhich has been implicated manybreak-ins inthe past. Thdulk of the
real mail-processingvork is performednormally by sendmail, requiring no modifications
to sendmail oiits configurationfile. When aremotesystem connects tine SMTPport,
the operatingystem invokes smap, whiammediatelychroot$ to its restricted directory

2 Thechrootsystem call is a means within UNIX of irrevocably isolating a running process within a sub-
branch of the file system.
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and sets its user-id to an unprivilegagke. Since smap requires no systsopportfiles,
the restricted directory can contain files other than those thamapcreates. There is no
risk of smap being tricked intmodifying systeniles (because it i€hrooted) and there is
no way an interactive session can be obtainadsmap(there are no executables in the
smapspool directory). S@ap's solepurpose is to talk SMTP witbther systems, gather
mail messages, write them to disk, generate log entries, and exit. The pacbotimail
processing doesot run chrooted to a restricted directory, kaiill does notrequire
permissions; smapd is responsifie scanningthe smapspool directoryperiodically and
submittingthe queuednessages to sendmédr final delivery. Note that ifsendmail is
configurednormally and smapd is running witthe uucp user-idnail can be delivered
normally without requiring smapd to run with enhanced permissions. When smapd delivers
a message, it clears the file from the spool area.

In this mannerthe functionality of sendmail igpreserved,while preventing an
arbitrary user on thaetworkfrom communicating directly with sendmafnalyzing the
sendmailprogram's 20,000ines of code for bugs is &izabletask when compared to
smap's 700 lines.

Netact TELNET Service, Finger, and Network Access Control Lists

Inetd contains ngrovision for access control; i.e., ifilpermitany system on the
network to connect to service that is listed in inetd.conf. Theaee several situations
where generapurpose access control on netwadrvices is desirable, artdols to
implement sucltontrolhave been available dhe Internet foiseveral years. Netacl is the
toolkit componentwhich managesietwork access control. ftermits arbitrary access
control specificationfor eachnetworkservice based othe client host's network address,
and theservicerequested. Thus, oratient (specified either biP-address or hostame)
might invoke a different version ¢éInetd when it connects the TELNET serviceport
on the firewall.

UDP access control isot provided by netacMany “tcp wrappers”available on the
Internet (such as Wietse Venembmg_tcp) supportaccess control of a sort for UDP
based serviceReliably authenticating therigin of aUDP packet ismpossible with the
current technology, so netacl dasst attempt toaddress this issue: security f0DP-
based services is provided the draconiamimeans of shuttingll security-related UDP-
based servicesff.

Many services tharedisabled by default, such as finger, can be selectively enabled
for hosts within the private network. Netacl alsplays animportant role in the
configuration practices employéddr otherservices such as anonymdesP, since it can
be configured to perform ehroot prior to invoking a given service. This functionality
provides a greadeal offlexibility for specifying services thahould run under isolation.

For example, a finger proxy service can be implemented by configuring netacl to invoke
fingerd as an unprivilegedser, chrooted to aempty directory.Prior to fingerd's
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execution, it wl be placed in isolation; ithere is a security hole fimgerd? it cannot be
effectively exploited, since no file system or executables will be available to the attacker.

In the usual firewallconfiguration, netacl i be used to bloclkall but afew hosts
from being able tattempt tologin to the firewall via eithertelnet or rlogin, asvell as
being used to possibly block access from aggressor sites in the event of an attack.

The security of netacklies onlP-addresses and/or hagtmesFor security-critical
applicationscontrol, IP-addresses should be used, to avoid use obdh@in Name
System(DNS) to spoof the source of the connection. Netacl smgsprotectagainst
attacksusing spoofing ofP-addressesia source routing or otheneans; if suclattacks
are a concern, souter that iscapable of screeningource routed packethould be
employed. The security dhe internet daemon inetd @assumed in this configuration.
Netacl is designed to be easy to examine for correctness, consisting of 240 lines of C code
(including comments); it is a very simple program. Care should be taken in configuring it.

Ftp-Gw A Proxy Server for FTP

In order to permit file transfer through the firewall without risking compromising the
firewall's security arFTP proxy server is provided. The proxy server suppactess
control based on IP-address andhmist name, andsupports secondary access control
permitting anyFTP command to be selectively blocked logged as it is transmitted.
Destinations for service can also s&ectivelypermitted or blockedAll connections and
bytes transferred are logged.

The ftp-gw poses no threat to the security offitesvall system itself, since it runs
chrooted to armpty directory andloes ndfile I/O other tharreading its configuration
file. Since emulatinghe FTP protocol is somewhabmplex, ftp-gw isapproximately
1,300lines of source code and ®sightly less easy to verify by examinatitthan other
components of the toolkit. The FTP gatewaypndy intended toprovide access to FTP
services, and does not address issues of who is auth(wizedt) to exporfiles. Support
for strong user authenticationan be attached to the gateway, to require user
authentication prior to exporting or importifiles. The FTP gateway is aseful tool,
which should be implemented accordance with a consistent sitetasecurity policy*.

The toolkitincludessource code for modified version othe FTP daemowhich permits
an administrator to provide both FTP service and FTP proxy service on the same system.

Telnet-Gw A Proxy Server for TELNET

In order topermit remoteterminal accesshrough thefirewall, without risking
compromisingthe firewall's security, a TELNET proxy server is provided. Tpexy
server supports access control based on IP-address dudfoname, andsupports
secondary access control permittiagy destination to be selectivelplocked. All

3 The Morris internet worm took advantage of a loophole in fingerd to compromise some systems.
4 For example, it is fruitless to mandate blocking outgoing export of files through the FTP gateway when
electronic mail is permitted.
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connections and bytes transferr@@ logged. Once usehmave connected to telnet-gw,
they are presented with a simple menu of options to assist in connecting to a remote host.

The telnet-gw poses no threat to the security offiteevall system itself, since it
runs withoutpermissionschrooted to a restricted directory. The source code for telnet-
gw is easilyreviewed, consisting of approximatelyO00 lines of code. The telnet-gw
menu processing is entirely in-memory and no subshefisogirams arévoked; no local
file 1/0O is performedother thanreading the configuratiofile. Thus, telnet-gw cannot
provide access to an interactive login on the firewall system.

Rlogin-Gw: A Proxy Server for Rlogin

Terminal accessia the BSDrlogin protocolmay besupportedvia the rlogin proxy.
The rlogin proxysupportspermissions checking and accessitrol in thesame manner as
the TELNET gatewayRlogin clients carspecify aremotesystem agart of theinitial
connection to the proxyliminatingthe need for user interaction if authentication is not
required.

Plug-Gw A TCP Plug-Board Connection Server

Certain services such as Usenet navesoften provided throughfaewall. In such
situations, the administratévasthe choice of eitherunning the service onthe firewall
itself, or installing goroxy server. Sinceunning news directly othe firewall exposes the
system to anypugs in the news software, it is safer to use a proxy to gatewagrthiee
onto a“safe” system orthe protected networlRlug-gw is a genergurpose proxyhat
“plugs” two servicestogethertransparentlylts primary purpose is for supporting Usenet
news, but it can be employed as a general-purpose proxy if desired.

In general, plug-gw is installed athe firewall, so that when aemote system
connects to the NNTFRport it automatically reconnects to a designated news server on
the inside network. If theews server on the insigdetwork connects to theewsport on
thefirewall, plug-gw automatically reconnects to a designated news sentBe autside
network. This reciprocal connection is based d¢me IP-address of theriginally
connectinghost. Once plug-gw is connected, it simply copaetauntil one side or the
other shuts down the connection, veliich point it exits. Plug-gw is configurable to
selectively permit or dengonnections based on IP-address/lm@she.All connections
and bytes transferred are logged.

Plug-gw camact as ageneralportal between thprotected networland the outside
network; therefore, it should be ussparingly and withcaution. Since iactsonly as a
data pipe, itperforms no local disk/O, and invokes no subshells processes. In the
general case of use for news, plug-gw providesellent security, since it permits an
outsidesystem bi-directional communication with a singtat on annternal news server,

5 NNTP: Network News Transfer Protocol, a TCP-based protocol for transmitting Usenet news articles in
bulk.
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while still blocking all other traffic. In a sense, plug-gvsimilar toadding a configuration
rule to arouter thatpermits traffic onlybetweertwo systems on a singfgort, except that
it logs all transactions.

Optional Components and Configuration Practices

The following components and configuration practices are optional.
Authd: Network Authentication Service

The network authentication server authd providegreric authentication service
for networkapplicationsIts use is optional, requirednly if the firewall proxies ftp-gw
and tn-gw are configured to require authentication. Authd's purpose is to provide a
generic interface to multiple forms @futhentication. Fotarge organizations, where
several forms of authentication challenge/response cards are in use, authdtbamliak
together to use a single database. A siragtainistrative shell is included thpermits the
authentication database to be manipulatedr a networkwith optional support for
encryption of authentication transactions. The authd datahggeorts abasic form of
groupmanagementne or more users can loentified ashe administrator of group of
users, and can add, deleemable, or disableserswithin that group. Authdinternally
maintains informatiorabout thelast time auser authenticated to the server, hmany
failed attemptshave been made, and can automatically disaditeunts thalhave multiple
failures. Extensive logare maintained of alluthd transactions. Authd is intended to run
on a secured host, such as the bastion host, since its database is a possible point of attack.

Telnetd Network Login Service to the Firewall

For administrative reasons it is sometimes desirable that a systems manabkr be
to login to the firewall itself to perform maintenance. Optionallthe TELNET server
process telnetd can be configured to run onfiteevall, for this purpose. The standard
configuration practice is that tHEELNET proxy server telnet-gw runs on the TELNET
TCP serviceport (port 23)and administrators must login dhe console Optionally,
telnetd can be configured in inetd.conf to provide access. It is recommended as a
configuration practice that access to telnetdpbetectedusing netacl, with dimited
number of hosts having permission taconnect to the serviceAdditionally, it is a
recommended configuration practice that kbgin procedure on thdéirewall require a
one-time or changing password with challenge/response for authentication.

Login: User Authentication

The toolkitincludes a logirprogramnamed login-stior user authenticationfhis
version containssupport for a variety of authenticationprotocols using token
authenticators such as Secufitynamics' &curlD, Digital PathwaysSecureNet Ky, and
the Racal Watchword. Théogin program replaces the useirstial shell, and requires
them to authenticate prior iavoking their normal commanihterpreter.This approach
providesgoodlogin securitywithout requiringmodifications tothe vendor-providetbgin
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program, and can be activated on a per-bssis. Thaoolkit version of login provides
enhanced loggingver the standard versiolagging successful logins as well &sled
ones.

Ftpd Anonymous FTP Service

The toolkit provides a configuration practice for the FTP serVicitionally, ftpd
permits users tégin as “anonymous” or “ftp” to gaiguest access to ttgystem. In this
case, the user is then chrooted into the FTP accdntie directory, wherpresumably
access is controlled usirggandard configuration practices fiostalling anonymous FTP
(see ftpd for details). The toolkit's configuration practice takes advantage of netacl to
determine if the FTP request is from a systenthen‘outside” network, and if is, ftpd is
invoked after having already beeahrooted to a restricted arehis is to obviate any
bugs thatmay be inthe implementation of ftp@l and is consistent with theverall
configuration practice of preventirany system on aantrusted network frorbeing able
to directly connect to a prileged application running in aanrestrictedfile system.
Despite the securityhis practice providesjue care must be spent éonfiguring ftpd
properly, thoughcombining ftpd with netacldoes notrequire any changes from the
standard way of installing anonymous FTP that is documented in the ftpd manual pages.

Syslogd System Logging

Thefirewall toolkit includes a version dhe system logging daemon which permits
specification of regular expression seapeitterns in its configuratiofile, and theability
to invoke specified programs when a specified log entry is received. This permits real-time
scanning of systeriogs, and real-time alerts. The invocation of programs based on log
entries and patterns is a powerful tool feermitting an administrator to trigger a
shutdown or redirect messages to a beeper or electmailidf a security-critical event is
detected.

6 One popular ftpd implementation that is in widespread use turned out to have a security hole that
permitted anyone on the network root access to the root file system of the host running it.
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